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DETAILED ACTION
This Office Action is in response to the applicatioh filed on 01/02/2004. Claims 1-22 are

pending and have been examined.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claims 21-22 are rejected under 35 U.S.C. 101 because the claimed invention are

directed to non-statutory subject matter.

Clairhs 21 and 22 are ejected under 35 U.S.C. 101 because the claimed
invention is directed to non-statutory subject matter. Computer programs written to
perform encryption processing on a computer system are not physical “things”. They
are neither computer components nor statutory process, as they are not “acts” being
performed. The computer program does not define any structural and functional
interrelationships between the computer program and other claimed‘ elements of a

computer which permit the computer program'’s functionality to be realized.

Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.
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Claims 1-2, 11-12, and 21 are'rejec.ted under 35 U.S.C. 112, second paragraph,
as being indefinite for failing to particularly point out and distinctly claim the subject |
matter which applicant regards as the invention.

Claims 1, 11, and 21 recite the limitation "the condition " in lines 9-10. 'There are
insufficient antecedent bases for this limitation in the claims.

Claims 2 and 12 recite the limitation “a dummy encryption processing” in lines 2-
3 where its méaning is unclear. This ambiguity renders claims 2 and 12 indefinite.

The Examiner interprets “a dummy evncryption processing” which does not do

any encryption processing.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country, more than one year prior to the date of application for patent in the United
States. '

Claims 1, 3-5, 8, 11, 13-15, 18, and 21 are rejected under 35 U.S.C. 102(b) as being
anticipated by Henry Kuo et al., “Architectural Optimization for a 1.82 Gbits/sec VLSI
Implementation of the AES Rijndael Algorithm”,lSpringer—VerIag Berlin, LNCS 2162, pp.

51-64, 2001.

As per claims 11, 1, 21:
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Claim 11

Kuo teaches an encryption processing method for performing a data encryption
process, said encryption processing method comprising:

(a) a division step of dividing an original encryption processing sequence into a
plurality of groups composed of one or more encryption processing units [pg. 56,
section 3.5.1 Substitution, fig. 4; “The 256 bit data is broken down into 32 chunks,
8 bit each, and each of them is used as the address for S-box table lookup ... the
block diagram for this module”];

(b) a mixed encryption processing sequence setting step of setting a mixed
. encryption processing sequence by mixing processing sequences of encryption
processing units under the condition in which the processing sequence of the encryption
processing units, set in said division step, within each group is fixed [pg. 57, section
3.5.3 Mix Column, fig. 6; “In Mix Column, four bytes in the corresponding position
in the four “rows” are used for matrix multiplication in GF(2%), which involves
byte-wise multipI‘ication and addition ... generating the first byte of each row”];
and

(c) an encryptioﬁ processing step of performing an encryption process in
accordance with the mixed encryption processing sequence set in said mixed
encryption processing sequence setting step [pg. 57, section 3.56.3 Mix Column, fig. 6;
“In Mix Column, four bytes in the corresponding position in the four “rows” are

used for matrix multiplication in GF (2°), which involves byte-wise multiplication
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and addition ... generating the first byte of each row”].
Claims 1 and 21 are essentially the same as claim 11 except that they set forth the
claimed invention as an apparatus / a computer program rather than a method and

rejected under the same reasons as applied above.

As per claims 13, 3:

Claim 13
Kuo teaches An encryption processing method according to claim 11, wherein said
division step determines a group of sequences, which can be performed independently
of each other, within the origihal encryption processing sequence to be divided in a
process of division into a plurality of groups composed of one or more encryption
processing units, and performs a process for setting a group of divisions in which the
sequence which can be performed independently is a unit [pg. 56, section 3.5.1
Substitution, fig. 4; “The 256 bit data is broken down into 32 chunks, 8 bit each,
and each of them is used as the address for S-box table lookup ... the block
diagram for this module”; each S-box is an encryption processing and performs

independently as a unit].

Claim 3 is essentially the same as claim 13 except that they set forth the claimed
invention as an apparatus rather than a‘method and rejected under the same reasons

as applied above.
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- As per claims 14, 4:

Claim 14

Kuo teaches an encryptio_n processing method according to claim 11, wherein
said encryption processing unit is a single-DES encryption process, said division step
divides the original encryption processing sequence containing one or more single-DES
encryption processes into a plurality of groups composed of one or more single-DES
encryption processes, and said mixed encryption processing sequence setting step sets
one mixed encryption processing sequence by mixing the single-DES encryption
processing units contained in each group of divisions by mutual replacement of the
single-DES encryption processing units of each set gréup under the condition in which
the processing sequence within each set group is fixed [pg. 56, section 3.5.1
Substitution, fig. 4; “The 256 bit data is broken down into 32 chunks, 8 bit each, .
and each of them is used as the address for S-box table lookup ... the block
diagram for this module”; pg. 51; “The AES Rijndael algorithm was chosen in
October 2000 and is expected to replace the DES and Triple DES”. A single-DES

includes S-box substitution].

Claim 4 is essentially the same as claim 14 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.
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As per claims 15, 5:
Claim 15

Kuo teaches an encryption processing method according to claim 11, wherein
the qriginal encryption processing sequence to be mixed is an encryption processing
sequence including a triple-DES encryption process, and said division step performs a
process for dividing the encryption processing sequence into a plurality of groups
composed of one or more encryption proceséing units with the single-DES encryption
process which forms the triple-DES encryption process being an encryption processing
unit [pg. 56, section 3.5.1 Substitution, fig. 4; “The 256 bit data is broken down
into 32 chunks, 8 bit each, and each of them is used as the address for S-box
table lookup ... the block diagram for this module”; pg. 57, section 3.5.3 Mix
Column, fig. 6; pg. 51; “The AES Rijndael algorithm was chosen in October 2000
and is expected to replaceA the DES and Triple-DES”. The Triple-DES includes

three single DES].
Claim 5 is essentially the same as claim 15 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.

As per claims 18, 8:




Application/Control Number: 10/749,412 | Page 8
Art Unit: 2139

Claim 18
Kuo teaches an encryption processing method according to claim 11, wherein
said encryption processing step includes a step of storing processing results in a
memory for storing processing results of the encryption processing units which form the
mixed encryption processing sequence in such a manner as to be capable of identifying
which encryption processing unit the processing results are obtained from [pg. 55,
section 3.3 Memory Architecture Optimization; “The design is based on one clock

cycle for each encryption roimd, we have to duplicate memory several times”].

Claim 8 is essentially the same as claim 18 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 2,7, 9, 10, 12, 17, 19-20, and 22 are rejected unde.r 35 U.S.C. 103(a) as being

unpatentable over Henry Kuo et al., “Architectural Optimization for a 1.82 Gbits/sec
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VLS| implementation of the AES Rijndael Algorithm”, Springer-Verlag Berlin, LNCS

2162, pp. 51-64, 2001 in view of Bo Lin et al. (GB 2 345 229 A).

As per claims 12 and 2:

Claim 12

Kuo does not teach, “an encryption processing method comprising the step of
setting a dummy encryption processing unit ...mixing the encryption processing units of
a plurality of groups containing said dummy encryption processing units”.

However, Lin teaches an encryption processing method comprising the step of
setting a dumrhy encryption processing unit for performing a dummy encryption process
unnecessary for said original encryption processing sequence in at least one of said
groups of divisions, and said mixed encryption processing sequence setting step sets
one mixed encryption processing sequence by mixing the encryption processing units of
a plurality of groups containing said dummy encryption processing units [abstract, pg.
11, lines 10-28”; “Another technique which could be used to improve resistance
to attacks is to insert “dummy” operation to confuse analysis of a power
signature... The number of dummy look-ups performed can be chosen to
optimize the time it takes to perform the DES operation and the benefit gained in
DPA attat_:k resistance”].

Thus, it would have been obvious to the person of ordinary skill in the art at the

time the invention was made to modify the encryption processing method of Kuo of the
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invention by including the step of Lin because it would perform the DES operation and

the benefit gained in DPA attack resistance [Lin, pg. 11, lines 18-19].
Claim 2 is essentially the same as claim 12 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.

As per claims 17, 7:

Claim 17

'Kuo teaches An encryption processing method according to claim 11, wherein
the original encryption processing sequence to be mixed is an encryption processing
sequence including a triple-DES encryption process, said division step divides the
encryption processing sequence into a plurality of groups composed of one or more
enéryption processing units by using the single-DES encryption process which forms
the triple-DES encryption process as an encryption processing unit [pg. 56, section
3.5.1 Substitution, fig. 4; “The 256 bit data is broken down into 32 chunks, 8 bit
each, and each of them is used as the address for S-box table lookup ... the block
diagram for this module”; pg. 51; “The AES Rijndael algorithm was chosen in
October 2000 and is expected to replace the DES and Triple DES”. A single-DES
includes S-box substitution].

Kuo does not teach a process for setting a dummy single-DES process as a

dummy encryption process unnecessary for the original encryption processing
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sequence in at least one of said groups of divisions, and for setting the number of
single-DES processes of dummies to be set to a multiple of 3 corresponding to the triple
DES.

However, Lin teaches setting a dummy single-DES process as a dummy
encryption process unnecessary for the original encryption processing sequence in at
least one of said groups of divisions, and for setting the number of single-DES
processes of dummies to be setto a m'ultiple of 3 corresponding to the triple DES
[abstract, pg. 11, lines 10-28"; “Another technique which could be used to
improve resistance to attacks is to insert “dummy” operation to confuse analysis
of a power signature... The number of durhmy look-ups performed can be chosen
to optimize the time it takes to perform the DES operation and the benefit géined
in DPA attack resistance”. It is obvious for setting the number of single-DES
processes of dummies to be set to a multiple of 3 corresponding to the triple DES
because each number of single-DES is set to 1].

Thus, it would have been obvious to the person of ordinary skill in the art at the
time the invention was made to modify the encryption processing method of Kuo of the
invention by including the step of Lin because it would perform the DES operation and

the benefit gained in DPA attack resistance [Lin, pg. 11, lines 18-19].

Claim 7 is éssentially the same as claim 17 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.
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As per claim 19, 9, 22:

Claim 19

Kuo teaches an encryption processing method for performing a data encryption

process, said encryption processing method comprising:

| (a) a division Step of dividing an original encryption processing sequence into one
or more encryption processing units [pg. 56, section 3.5.1 Substitution, fig. 4; “The
256 bit data is broken down into 32 chunks, 8 bit each, and each of them is used
as the address for S-box table lookup ... the block diagram for this module”];

(b) a mixed encryption processing sequence setting step of setting a mixed
encryption processing sequence [pg. 57, section 3.5.3 Mix Column, fig. 6; “In Mix
Column, four bytes in the corresponding position in the four “rows” are used for |
matrix multiplication in GF (28); which involves byte-wise multiplication and
addition ... generating the first byte of each row”].

(c) an encryption processing step of performing an encryption process in
accordance with said mixed encryption processing sequence [pg. 57, section 3.5.3 Mix
Column, fig. 6; “In Mix Column, four bytes in the corresponding position in the
four “rows” are used for matrix multiplication in GF (2°), which involves byte-wise
multiplication and addition ... generating the first byte of each row”].

Kuo does not teach, “adding a dummy encryption processing unit for performing
a process ... dummy encryption processing units”.

However, Lin teaches adding a durhmy encryption processing unit for performing

a process corresponding to said encryption processing unit and by mixing processing
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sequences of the original encryption processing units included in the original encryption
processing sequence and said dummy encryption processing units [abstract, pg. 11,
lines 10-28”; “Another technique which could be used to improve resistance to
attacks is to insert “dummy’ operation to confuse analysis of a power
signature... The number of dummy look-ups performed can be chosen to
optimize the time it takes to perform the DES operation and the benefit gained in
DPA attack resistance’].

Thus, it would have‘been obvious to the person of ordinary skill in the art at the
time the invention was made to modify the encryption processing method of Kuo of the
invention by including the step of Lin because it would perform the DES operation and

the benefit gained in DPA attack resistance [Lin, pg. 11, lines 18-19].

Claims 9 and 22 are essentially the same as claim 19 except that they set forth the
claimed invention as an apparatus / a computer program rather than a method and

rejected under the same reasons as applied above.

As per claims 20, 10:

Claim 20
Kuo teaches an encryption processing method according to claim 19, wherein
the encryption processing unit contained in said origi‘nal encryption processing
seqUence is a single-DES encryption process, and said mixed encryptidn processing
sequence setting step sets said dummy encryption processing unit as a single-DES

encryption process [pg. 56, section 3.5.1 Substitution, fig. 4; “The 256 bit data is
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broken down into 32 chunks, 8 bit each, and each of them is used as the address
for S-box table lookup ... the block diagram for this module”; pg. 51; “The AES
Rijndael algorithm was chosen in October 2000 and is expected to replace fhe

DES and Triple DES”]. A motivation is the same as claim 19.

Claim 10 is essentially the same as claim 20 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.

Claims 6 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Henry
Kuo et al., “Architectural Optimization for a 1.82 Gbits/sec VLSI Implementation of the
AES Rijndael Algorithm”, Springer—VerIég Berlin, LNCS 2162, pp. 51-64, 2001 in view df

Kocher et al. (US 2001/0053220 A1).

As per claims 16, 6:
Claim 16 |
Kuo teaches An encryption processing method according wherein the original
encryption processing sequence to be mixed is an encrypfion processing sequence
including a triple-DES encryption process [pg. 51; “The AES Rijndael algorithm was
chosen in October 2000 and is expected to replace the DES and Triple DES”].
Kuo does not explicitly teach a random-number generation process said

encryption processing method further comprises the steps of forming a random-number

generation process as a process including a conversion process by three single-DES
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processes and setting the triple-DES encryption process as a random-number
generation process in one of the groups of divisions.

However, Kocher teaches a random-number generation process and said
encryption processing method further comprises the steps of forming a random-number
generation process as a process including a conversion process by three single-DES
processes and setting the triple-DES encryption process as a random-number
generation process in one of the groups of divisions [par. [0006]; “triple DES (a cipher
constructed using three applications of Data Encryption Standard using different
keys) can resist all feasible cryptanalytic attacks, provided that attackers only
have access to the standard inputs to and outputs from the protocol”; par. [0008],
lines 6-8; a key management devices introduce randomness].

Thus, it would have been obvious to the person of ordinary skill in the art at the
time the invention was made to modify the encrypfion processing method of Kuo of the
invention by including the step of Kocher because it would provide unpredictabili‘ty into

their internal state [Kocher, par. [008]].

Claim 6 is essentially the same as claim 16 except that they set forth the claimed
invention as an apparatus rather than a method and rejected under the same reasons

as applied above.
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Conclusion

The prior arts made of record and not relied upon are considered pertinent to
applicant's disclosure.

US 2004/0047466 A1 to Feldman et’al.

US 6,937,727 B2 to Yup et al.

US 7,043,016 B2 to Roelse, Petrus Lambertus Adrianus.

US 7,194,090 B2 to Muratani et al.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Canh Le whose telephone number is 571-270-1380.
1"he examiner can normally be reached on Monday to Friday 7:30AM to 5:00PM other

Friday off.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for

the orgénization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) _system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is ‘available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Busineés Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Canh Le
August 10, 2007
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